MHPOPMALIMOHHAA NAMATKA

Ond oObYYAKOLWUXCA ANA PASMELLEHUA

HA OPULINATIbHbIX MHTEPHET-PECYPCAX

C kaxgbIM roqoM MOoAexun B UHTEPHETE CTaHOBUTLCA BonbLLUe, a LWKOSTbHUKA OOHU U3
caMbIX aKTMBHbIX Nnonb3oBaTtenen PyHeta. Mexay TeM, MOMMMO OrpOMHOIO Konmn4ecTBsa
BO3MOXXHOCTEWN, MHTEPHET HeceT M NpobrieMbl. ATa NamsaTKa JOMKHA NOMOoYb Tebe
6e3onacHo Haxo4MTbCA B CETWU.

KomnbloTepHble BUPYChI

KoMnbOTEpPHBIM BUPYC - 9TO pa3HOBUOHOCTb KOMMBIOTEPHbLIX NporpamMm,
OTNUYUTENbHON

0COBEHHOCTBIO KOTOPOW SABMSAETCS CMNOCOOHOCTL K pa3MHOXEHMI0. B gononHeHme K
3TOMY, BUPYCbl MOTYT NOBPEAUTb NN NOSTHOCTLIO YHUYTOXUTL BCE hansbl N AaHHbIE,
NOAKOHTPOSbHbIE NOMBb30BATENO, OT MMEHWN KOTOPOro Gbinia 3anyLleHa 3apaXxeHHas
nporpamMmma, a Takke noBpeauTb UM Jaxe YHUYTOXUTb OnepaunoHHYI0 CUCTEMY CO
BCEMM pannamu B Lenom. B 6onbLlUMHCTBE CnydYaeB pacnpoOCTPaHSOTCS BUPYChl Yepes
NHTEpPHET.

MeToabl 3aLMThl OT BPEAOHOCHbIX MPOrpamMm:

1. icnonb3yn coBpeMeHHble ornepaunoHHbIE CUCTEMbI, UMEIOLLNE Cepbe3HbI YPOBEHb
3aWMThbl OT BP€AOHOCHbIX MporpamMm;

2. [oCcTosIHHO yCcTaHaBnNuBam nayTn (LMdPOoBbIE 3anaTkn, KOTOPblE aBTOMATUYECKN
yCTaHaBMBaOTCA C LeNbio JopaboTkn nporpamMmel) 1 apyrne 06HOBNEHUS CBOEN
onepaumoHHon cnuctemMbl. CkaunmBam nx TONbKO C odomUManbHOro canTta paspaboTynka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYU €r0;

3. PaboTan Ha cBOEM KOMMbLIOTEPE MNOA NpaBamMu NOnb30oBaTeNs, a He
agMuHuCTpaTopa.

OTO He No3BONUT BOMbLUMHCTBY BPELOHOCHbIX MPOrpaMmM MHCTanNIMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Vlcnonb3yn aHTUBMPYCHble NpOorpaMMHble NPOAYKTbl U3BECTHbLIX NPOMU3BOAUTENEN, C
aBToMaTu4eckum obHoBneHnem 6as;

5. OrpaHunyb om3nyeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. cnonb3yn BHELWWHWe HocUTenu nHopmaLmm, Takme Kak doneLuka, AUNCK unu amn na
WHTEPHETA, TOSbKO 13 NPOBEPEHHBLIX MCTOYHUKOB;

7. He oTkpbiBan KOMNbIOTEPHbIE ddansibl, MONYyYEHHbIE N3 HEHAAEXHbIX MCTOYHUKOB.
[axe Te dannbl, KOTOpble Npuciasn TBOM 3HAaKOMbIW. Jly4dlle yTOYHN Y HEro, oTnpasnisn
nn oH Tebe nx.

Cetn WI-FI

Wi-Fi - aTO He BMA Nepefayn gaHHbIX, HE TEXHOMOMS, a BCero nuwb 6peHa, mapka.
Ewe

B 1991 rogy HMgepnangckasi komnaHus sapernctpupoana operHg "WECA", yto
obo3Hauvano cnosocoyeTaHue "Wireless Fidelity", koTopbii nepeBoanTcs Kak
"GecnpoBogHast TOMHOCTL".

[lo Hawero BpemMeHu gowna gpyras abbpesmnaTtypa, kKoTopasi ABMSIETCA TaKOW e
TexHonoruen. 1o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINIO 4aHO C HAMEKOM Ha
CTaHOapT BbICLLEN 3BYKOBOW TeXHUKN Hi-Fi, 4YTO B nepeBoae 03Ha4vaeT "BbliCOKas
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, OTENSX U aspornopTax ABMSETCA OTNIMYHON
BO3MOXXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe akcnepTbl CYMTaloT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsatoTcsa 6e3onacHbIMu.

CoBeTbl No 6e3onacHocTn paboTbl B 06wenoctynHbix cetax Wi-fi:

1. He nepegaBan cBO nNnyHyto nHgopmaumio yepes obwenoctynHblie Wi-Fi cetw.
PaboTtas B HUX, xenaTefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbI U Kakmue-To HOMepa,;
2. Nicnonb3yn n 06HOBNAN aHTUBUPYCHbIE NporpaMmbl 1 6paHamayep. Tem cambiM Tbl



obesonacuub cebsa OT 3akadkm BUpyca Ha TBOE YCTPOWCTBO;

3. MNpwu ncnonb3oBanumn Wi-Fi oTkntoum pyHkumio "O6wmumn goctyn K doannam um
npuHTepam". [laHHaa yHKUMS 3aKpbiTa MO YMOMN4YaHU0, O4HAKO HEKOTOpPbIE
nofib3oBaTenM akTMBUPYIOT ee And ygobcTea Mcnosnb3oBaHus B paboTte nnn yyebe;

4. He ucnonb3yn nybnunynbin WI-FI ons nepegayun nu4YHbIX AaHHbIX, HanpuMmep ans
BbIX04a B coUManbHbIe CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. Nicnonb3yn TonbKo 3awueHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B MmobunsHoM TenedoHe oTknoun pyHkumo "MogkntoveHne k Wi-Fi
aBToMaTmn4eckun".

He gonyckan aBToMatmMyeckoro noaknoyeHuns yctponctea k cetam Wi-Fi 6e3 TBoero
cornacwusi.

CoumanbHble ceTu

CoumanbHble ceTU akTUBHO BXOAST B HaLUy XXW3Hb, MHOTME N0AN paboTatoT 1 XUBYT
Tam

NOCTOSAHHO, a B Facebook yxe 3apernctpmposaH Mmunnvapn Yenosek, 4To sBndeTcs
O[HOW ceabMOW BCeX xuTenen nraHetbl. MHOrMe nonb3oBaTenu He NOHMMalT, YTO
NHopMaUUs, pasMeLLLEHHAA MU B CcoLMarnbHbIX CETAX, MOXET ObITb HangeHa u
Mcnonb3oBaHa KeM YyrogHo, B TOM Yucine He ob6s3aTernbHO ¢ 6rnarmmm HamepeHUsIMu.
OcHOBHble coBeTbl N0 6€30MacHOCTM B COUManbHbIX CETAX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3baX He JOMKHO ObITb CriydarHbIX 1
HEe3HaKOMbIX NIOOEWN;

2. 3awumuan CBOK YacTHYHO XKU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHMWS U APYIYIO JIMYHYIO MHpOPMaLnIO. 3M0YMbILLNIEHHUKN MOTYT
MCnonb3oBaTh AaXe UHPOPMaLUIO O TOM, Kak Tbl U TBOU poauTeNn NnaHupyeTte
NPOBECTU KaHUKYNbI;

3. 3awmiian cBow penyTaumio - AepXKu ee B YNCTOTE 1 3afaBan cebe Bonpoc: xoTen
Obl

Thbl, YTOObI Apyrve nonb3oBaTenun BUOenu, 4Yto Thl 3arpyxaewws? Nogyman, npexae 4em
4YTO-TO ONyGnMKoBaTb, HanNUcaTb U 3arpy3unTb;

4. Ecnn Tbl roBOpULLb C NIOABMW, KOTOPbIX HE 3HAELLb, HE UCMONb3yN CBOE pearibHoe
UMSI 1 OPYTYHO JIMYHY0 MHAPOPMaLUK: UMS, MECTO XUTENbCTBA, MECTO y4elbl 1 Npoyee;
5. N3beran pasmelleHus otorpacun B IHTepHeTe, rae Tbl n3ob6paxkeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO ONpeaennTb TBOE MECTOMONOXEHNE;

6. MNpu pernctpaumm B coumanbHOM ceTu HeobXo4MMO UCNONb30BaTh CIOXHbIE Naponu,
cocTosime m3 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. nsa coumanbHOW ceTu, NOYThbl U APYrMx CauToB HEOOXOAMMO MUCMNONb30BaTh pasHble
naponu. Toraa ecnu Teb6a B3NoMatoT, TO 3fI0YMbILLNIEHHMKX NOMAy4aT OCTYN TONbKO K
OAHOMY MECTY, a He BO BCe cpaay.

ONEKTPOHHbIE OEHbBIN

ONEKTPOHHbIE AEHBIN - 3TO OYeHb YO0OHbIN CNOocob NnaTexen, 0gHaKo CyLLECTBYIOT
MOLLEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

ONEKTPOHHbIE AEHbIM MOSIBUMNCL COBCEM HEAABHO Y MUMEHHO M13-3a 3TOr0 BO MHOMMX
rocygapcrBax 4O CUX MOp He MPOonMCcaHo Npo HUX B 3aKOHaXx.

B Poccun xe oHM OYHKUMOHUPYIOT M O HUX Y>Ke MPOMNMCaHOo B 3aKOHe, rae ux
pasgenstoT

Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIE. Pa3Huua B TOM, YTO aHOHUMHbIE -
9TO Te, B KOTOPbIX paspellaeTcs NpoBOANTb onepaunn 6e3 ngeHTndukaymm
nofnib3oBaTesis, a B HEAHOHMMHbIX MAEHTUMUKAUKNSA NoNb3oBaTeNs ABMsSeTCs
obsa3aTenbHON.

Takke cnegyeT pasnuyaTb 3N1EKTPOHHbIE hnaTHbIEe AeHbIMN (PaBHbI FOCYAAaPCTBEHHbLIM



BantTaMm) 1 3rneKTPOHHbIe HedpmaTHble AeHbMN (He paBHbl FOCYAapCTBEHHbLIM
BantoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHbIMU AEHbramu:

1. MpumBsXM K cHETY MOBUITBbHBIN TenedoH. 3To camblt yOOOHbIN N BbICTPbIA CNocob
BOCCTaAHOBUTb JOCTYN K cyeTy. [1puBA3aHHbIN TenedoH NOMOXeT, ecniv 3abyaellb CBOW
nfaTeXHbl Naposb UK 3angellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Ncnonb3yn ogHopasoBble Naponn. [locne nepexoga Ha YyCUNEHHYO aBTopu3auuio
Tebe yxe He ByaeT yrpoxaTb ONAaCHOCTb KpaXu U nepexasaTa NiaTexHoro napons;
3. Bbibepu crnoxHbivi naponb. MpectynHukam 6yaet He NpPOCTO yragaTh CHOXHbIN
naponb. HagexHble naponu - 3To0 Naposnu, KOTopble coaepxaTt He MeHee 8 3HaKOB U
BKIOYaOT B ce65 CTPOUHbIE U NPONUCHbIE BYKBbI, LMAPbI 1 HECKONBKO CUMBOJIOB,
Takue

Kak 3Hak gonnapa, dpyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLlb.
OIeKTpoHHas rnoyTa

ONeKTPOHHAas NoYTa - 3TO TEXHONOIMSA U NpeaocTaBnsiemMble el YCnyru no nepecoIsike u
NOSTYYEHUIO 3MEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpedensitoTCa B KOMMNbIOTEPHON
ceTn. OB6bI4HO SMEKTPOHHbIV MOYTOBBIN AWK BbIrNAANT Crieayowmm obpasom:
UMs_nonb3oBaTend@ums_aomeHa. Takke KpoMe nepefaymn NpocToro TekcTa, UMeeTcs
BO3MOXHOCTb Nnepegasatb ansibl.

OcHoBHble coBeTbl No BesonacHon paboTe ¢ INEeKTPOHHOW MOYTON:

1. Hapgo BbIbpaTb NpaBuibHbIA NOYTOBLIN cEpBUC. B MHTEpPHETE eCTb OrPOMHbIV BbIOOP
BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Ny4lle JOBEpPSATb TEM, KOro 3Haellb U KTO
nepBbIv B PENTUHTE;

2. He ykasbIBay B NMMYHOW NoYTe NNYHYO MHopMmaumo. Hanpumep, nydwe BoibpaTtb
"My3blkanbHbI_haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopM3aumto. 3To Korga NnoMMMO Napons HY>XHO BBOAUTb
Kog, npucbinaembii no SMS;

4. Bbibepu crnioxHbir naposb. [Ans kaxgoro no4ToBOro fAwmnka A0MKEH ObIiTb CBON
HaZEeXHbI, YCTOMYMBLIN K B3/TOMY Maporsib;

5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CaMOMYy CBOW JIMYHbIN BONPOC, UCNOSb3YyN 3Ty
BO3MOXHOCTb;

6. \cnonb3yn HECKONBbKO MOYTOBbLIX ALWMKOB. NepBblt 4151 YACTHOW NEPENNCKU C
agpecatamu, KOTOpbIM Thbl JOBEPSELLb. OTO ANEKTPOHHbIN agpec He Hago
ncnonb3oBaTb

npu pernctpaumm Ha doopymax n cantax;

7. He oTkpblBan hansnbl U Apyrue BroXeHUs B NMCbMax, AaXke ecrnv OHU NpuLu oT
TBOMX ApYy3€en. Jlyylie yToOYHM y H1X, OTNPaBAsann v oHn tebe atn hannsi;

8. Nocne okoH4YaHNA paboTbl Ha NOYTOBOM CepBUCE Nepes 3akpbiTUeM BKNaAKK C
canTom

He 3abyab HaxaTb Ha "Bbintun".

KnbepbynnuHr nnmn BupTyansHoe n3geBaTesnibCTBO

KnbepbynnuHr - npecnegoBaHne coobLleHnaMm, cogepxammMmm ockoponeHuns,
arpeccuto, 3anyrmBaHue; XynIMraHcTBo; counanbHoe GONKOTUPOBAHNE C MOMOLLbIO
PasfiyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynanHrom:

1. He 6pocaiicsa B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BeCTU U, eCnn HeT
TOro, K KOMy MOXHO 06paTtuTbCs, TO BHavarne ycnokonTtbcd. Ecnuv Tbl Ha4HeLWwb
oTBevaTb

ockopbneHnsiMn Ha OCKOpBneHnst, TO TONbKO eLle BonblLue pasoxkKeLlb KOHQINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHUMHOCTb B ceTn MHUMasi. CyLlecTBYHOT Cnocobbl BbIACHUTb, KTO CTOUT 3a



AHOHUMHbIM aKKayHTOM,;

4. He cTouT BECTM XynuraHckui obpas BUpTyarbHOM XU3HU. IHTEpHET domKkcmpyeT Bce
TBOW OENCTBUSA U COXpaHseT ux. Yaanutb ux yaeT KpanHe 3aTpyAHUTENBHO;

5. Cobntogan cBo BUPTYarbHY YECTb CMOSIOAY;

6. rHopmpyn eanHn4YHbIN Heratne. OgHOpPa3oBble OCKOPOUTENbHBLIE COOBLLEHMS
nydwe

urHopupoBaTb. OBbI4HO arpeccusi NpekpaLwaeTca Ha HavYanbHON CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHNSIMU, B
coumarnbHbIX

CETSX eCTb BO3MOXXHOCTb BIIOKMPOBKM OTMPaBKN COOBLLEHUI C onpeaeneHHbIX
afpecos;

8. Ecnu Tbl cBnaeTens knbepbynnuHra. TBou AENCTBUS: BbICTYNNTb NPOTUB
npecrnegoBaTens, nokasaTb €My, YTO ero AeNCTBUSA OLLEHMBAKOTCS HEraTUBHO,
nogaepXxaTb XXepTBY, KOTOPOW Hy>XHa NCuxonorndyeckas NoMoLLb, COOBLNTL B3POCHbIM
0 (bakTe arpeccmBHOro NOBEAEHNSA B CETH.

Mo6unbHbIM TeNegoH

CoBpemeHHble cMapTdOHbI M NNaHLWeTbl cogepXaT B cebe BnofHe B3pOCbii
dYHKUMOHAr, 1 TeENepb OHU MOTYT KOHKYpPUPOBaTb CO CTaLMOHAPHbLIMU KOMMNbOTEPAMMU.
OpHako, cpeacTB 3aWmnTbl 418 NoAO0OHbIX YCTPOUCTB NOKa O4eHb Mano. TecTupoBaHue
n

MOUCK YA3BMMOCTEN B HUX MPOUCXOAMUT HE Tak MHTEHCUBHO, Kak ans MK, To e camoe
KacaeTcsa 1 MOOUNbHbBIX NPUITOXEHNNA.

CoBpeMeHHble MOBUnbHbIE Bpay3epbl y>ke NPaKTUYeCKN LOrHaNM HacTomNbHbIe
aHanorm,

O[HaKO paclmnpeHne yHKLMoHarna BrneyveT 3a cobom 60bLUYI0 CIOXHOCTb U MEHbLLYHO
3aLMLLEHHOCTD.

[laneko He Bce Npon3BOANTENN BbiNyCKaloT OOHOBEHUS, 3aKpblBalOLLME KpUTUYECKNE
YS13BMMOCTU 41151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ansa 6e3onacHocTN MOBUbHOro TenedoHa:

Huuero He siBnsieTcsa no-HacTosweMy 6ecnnaTtHbiM. byab ocTopoxeH, Beab koraa tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakme-To nnaTHbIe
ycnyru;

Ayman, npexae 4em otnpasButb SMS, ¢ooTo nnun Bugeo. Tbl TOYHO 3HaeLb, rAe OHU
O6yayT B KOHEYHOM UTOore?

Heobxoanmo 06HOBNATL ONEepauNoHHY0 CUCTEMY TBOErO CMapTdOHa;

Mcnonb3yi aHTUBMpPYCHbIE NporpamMMbl A1t MOBUIbHBIX TENEOHOB;

He 3arpyxxai npunoxeHusi OT HEM3BECTHOIO MCTOYHUKA, BEAb OHN MOTYT coaepaTb
BPeOOHOCHOE nNporpaMmHoe obecneyveHue;

[Mocne Toro Kak Tbl BbINAELWb C CanTa, rae BBOAWI JIMYHY MHOpMaUuio, 3anau B
HacTpownkn bpaysepa n yganu cookies;

Mepnoanyeckn NpoBepsiv, Kakne nnaTHble YCryrin akTUBMPOBaHbI HA TBOEM HOMEPE;
[aBai cBor HoMep MOBUNBHOro TenedoHa TONbKO MOAAM, KOTOPbIX Thl 3HAELLb U KOMY
AOBepseLLb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOra4a Tbl UM He Nonb3yelwbes. He 3abbiBan nHoraa
NpPoBepPATb 3TO.

Online urpsbl

CoBpeMeHHble OHNaNH-Urpbl - 3TO KPaco4Hble, 3axXBaTbiBalOLLME pPa3BNeYeHns,
00beanHsAILWME COTHN ThICAY YENOBEK N0 BCEMY MUPY. MIrpokn nccneayroT AaHHbIA UM
MUp, obLLaoTCa ApYr C APYroM, BbINOMHAT 3a4aHunsi, CpaXxatTcs C MOHCTPaMu K
nonyyatoT onbIT. 3a YyAOBOLCTBME OHM NNATAT: NOKyNnarT ANCK, ONfayvymBaroT
aboHemeHT

U npuobpeTarT Kakne-To onuumn.



Bce aTu cpenctea nayT Ha nogaepXaHue U pasBuTUE UMpbl, a Takke Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHOTCH CUCTEMbI aBTOPU3aLIMN, BbiMyCKaKOTCA HOBbIE NaTyu
(undppoBble 3annaTku Ans NporpamMm), 3aKpbiBalOTCHA YA3BUMOCTN CEPBEPOB.

B nogo6HbIX urpax CTouMT onacaTbCs He CTONIbKO CBOMX COMEPHUKOB, CKOJTbKO KpaXKu
TBOEro napons, Ha KOTOPOM OCHOBaHa cUCTEMa aBTopu3auumn 6oMbLIMHCTBA Urp.
OcHoBHble coBeTbl N0 6&30MacHOCTMN TBOErO UFPOBOrO akkayHTa:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cos3gaet tebe HenpuaTHOCTK, 3abnoknpyn
€ro B CMCKEe UrPOKOB;

2. MNoxanynca agMUHUCTpaTopam Urpbl Ha NNoxoe NoBedeHne 3Toro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun nNn4Hyt0 MHGOpMaumio B npodanne urpsbl;

4. YBaxan Opyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBamn HeomumnarnbHblie naTtin n Moapl;

6. Micnonb3yn CrioXxHble 1 pasHble naponu,

7. [laxke BO BpeMsi Urpbl HE CTOUT OTKIKOYMaTb aHTUBMUPYC. Noka Tbl UrpaeLlb, TBOW
KOMMNbOTEP MOTYT 3apasunThb.

PULINHT NN KpaXka NNYHBIX OAHHbIX

O6blYyHOM Kpaxken OeHEer U AOKYMEHTOB CErofHs y>Ke€ HUKOro He yAMBULLb, HO C
pasBUTUEM NHTEPHET-TEXHOSOMMI 3MI0YMbILLUNIEHHUKM NEPEMECTUNIUCE B UHTEPHET, U
nNpoaosmKarT 3aHMMaTbes "nobumesiM" genom.

Tak nogsmnack HoBas yrpo3sa: UHTEPHET-MOLLUEHHMYECTBa UMW OULLNHT, rNaBHas Lenb
KOTOPOro COCTOUT B NOJSTyYEeHMM KOHOMAEHUMAnNbHbIX aHHbIX NOfNb3oBaTenen -
NOrMHOB

n naponen. Ha aHrnumnckom s3bike phishing untaetca kak douwuHr (ot fishing - peibHas
noens, password - naposb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl Nnogo3peBaeLlb, YTO TBOSA aHKeTa Obina
B3rloMaHa, To Heob6xoaMmMo 3abnokMpoBaTh ee U COobLWUTL agMUHUCTPaToOpaM pecypca
06 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-canTbl, B TOM YUCIE, MHTEPHET-Mara3nHoB U
NMOWUCKOBbIX

CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebsi B3nomatoT, TO
3M10yMbILLNEHHMKM NONyYaT AOCTYMN TONbKO K OAHOMY TBOEMY NPOUIIO B CETU, A HE KO
BCEM;

4. Ecnn 1eb65a B3nomanu, To Heob6xoanmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KOoTopble

pobaeneHbl y Tebs B Apy3bsix, 0 TOM, YTO Tebsi B3riomanu n, BO3MOXHO, OT TBOETO
NMEHU

OyneT pacchinartbCa cnam M CCbIfNKM Ha PULLNHIOBbLIE CalThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUnbHbIN TenedoH;

6. OTkno4YKn coxpaHeHne napons B 6payaepe;

7. He oTkpbiBan chansibl U gpyrue BroXeHUA B NUCbMax, AaXe eCrv OHU NpULLIv oT
TBOUX Apy3en. Jlyylle yTOYHN Y HUX, OTNPaBNANn N oHn Tebe aTn dannol.

Lindpposas penytaums

Lincpposas penytauus - 370 HeraTMBHasa Unu No3uTUBHaA MHopmaums B cetu o Tebe.
KomMmnpomeTupytowaa nHdpopmMmauusi, pasMmeLLleHHas B UHTEPHETE, MOXET Cepbe3HbIM
06pa3oM 0TpasnTbCA Ha TBOEN pearibHOM Xn3Hu. "Lindposas penytauma” - 3To TBOU
UMUK, KOTOPbIN dhopMmnpyeTca n3 nHopmMmauumn o Tebe B MHTEPHETE.

TBOE MECTO XMTeNbCTBA, y4ebbl, TBOE (PMHAHCOBOE MONOXEHNE, OCOOEHHOCTU
XapakTtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HaKannBaeTcsi B CETU.

MHorne nogpoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGrvkauum nMyHon nHpopmauum B



NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeACTBUN. Thl Jaxe He CMOXelLlb AoragaTbCs
O TOM, YTO dpoTorpadusi, pasmeLleHHas 5 net Hasag, ctana NPUYNHOM OTKasa MPUHATb
Tebs Ha paboTy.

KommeHTapumn, pasmelleHne TBomx potorpadum n gpyrme 4emcTBus Moryt He
NCYE3HYTb axe nocrne Toro, Kak Tbl UX yaanuvib. Tbl He 3Haellb, KTO COXpaHun aTy
NHopmauuio, nonana nm oHa B NOUCKOBbLIE CUCTEMbI U COXpaHUnach v OHa, a
rnaBHoe:

4YTO nogymatoT o Tebe okpyxatoLue naun, KoTopble HauayT 1 yBUAAT aT0. Hantn
MHpOPMaLMIO MHOTO JIET CMYCTA CMOXET ftobon - kKak n3 AobpbIx NOGY>KAEHWI, Tak U C
HamepeHneM NPUYMHUTL Bped. ITO MOXET OblTb KTO YroAHO.

OcCHOBHbIe COBETbI NO 3aLmTe LMGPPOBON penyTaumnn:

1. Moayman, npexae Yem 4YTo-To NybrnmvkoBaTh U Nnepegasath y cebsi B 6rore unum B
counanbHoOu CeTu;

2. B HacTpovkax npoguns ycTaHOBU OrpaHUYeHnNs Ha NPOCMOTP TBOEro npoduns n ero
CcoAepXXMMoro, caernam ero TofnbKo "ansa apysen”;

3. He pasmeLluan u He ykasbiBan MHOpPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnaTb
nnm obwxaTb.

ABTOpPCKOE npaBo

CoBpeMeHHbIe LLKOSNTbHUKK - aKTUBHbIE MOfb30BaTeNun LMgpoBOro NpoCTpaHCTBa.
OpHako faneko He BCce 3HatoT, YTO NOSIb30BaHME MHOTMMW BO3MOXHOCTSIMW LMPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTeNNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "nHTENNekTyanbHaa COBCTBEHHOCTL" OTHOCUTCSA K pasfinyHbIM TBOPEHUSIM
4YerioBeYeCcKoro yma, HauymHasi C HoBbIX M300peTeHnn n 3HakoB, 0603HavatoLWmX
COBCTBEHHOCTb Ha NPOAYKTbI M YCIYru, U 3aKkaH4MBas KHUramu, ootorpapusamm,
KWHO(UIIbMaMKn 1 My3blKasibHbIMU MPOU3BEAEHUAMM.

ABTOpPCKME NpaBa - 3TO NpaBa Ha MHTENNEKTYyanbHy0 COBCTBEHHOCTb Ha NPoM3BeaeHUS
HayKu, nuTepaTypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTyNakT B KAYeCTBe rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKMI TPYLA aBTopa He ByaeT HanpacHbIM, 4acT emy
crnpaBeasnimBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBoOero Tpyaa, nonyvmTb
N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelueHns aBTopa He MOXeT BOCMPOM3BOAUTb
€ro npousBefeHne, pacnpocTpaHaTb, Ny0nnMYHO 4EMOHCTPMPOBaThL, NPoAaBaTh,
MMNOPTUPOBATb, NycKaTb B NPOKaT, NyOrMYHO UCMOMHATL, NOKa3bIBaTb/UCNONHATL B
achupe unn pasmewatb B VIHTEpHeTE.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmmMHOro obecneyeHms MoXXeT NPUBECTU K MHOTUM
puUckam: OT NoTepu AaHHbIX K TBOMM akkayHTam 40 6NMOKMPOBKM TBOErO YCTPOWUCTBA, rae
yCTaHOBMEeHa HeneranbHasa nporpamMmma. He ctout Takke 3abbiBaTh, YTO CyLLECTBYIOT
nerasnbHble K BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HAWTU B CETU.

O nopTtane CeTeBUYOK.p - TBOM rMaBHbIA COBETYMK B CETU. 30€Cb Thl MOXELUb Y3HaTb
0 6e30MacHOCTU B CETU NOHATHBLIM N JOCTYMNHbIM S3bIKOM, @ MPY BO3HUKHOBEHUM
KPUTUYECKON cuTyaumm obpatuTbCs 3a COBETOM. A Takke NPUHATbL ydacTme B
KOHKypCcax 1 ctaTb caMbiM LUAPOBLIM rpaxgaHuHoMm!



